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» reliability in cars: maintenance, wear and tear

» reliability in software: (unit & integration) testing, bug
hunting, patching

» reliability in hardware: design-time bugs (e.g. Intel’s
division bug), run-time bugs (flipped bits, e.g. Intel's
Palisades)

» reliability in general (system model): probability for
continuous compliance with certain requirements
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» Reliability is just one term. What terms are important?

» How can those terms be defined to be generally
applicable?

» How shall they be related?
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The probability that the component survives until some time t is
called reliability R(t) of the component . Trivedi2002
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» cars driving in a platoon
» cars have electronic brakes (brake-by-wire)
» cars communicate for autonomous braking ICE
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» safety means: the car brakes in time (delay, latency)
» individual for each car
» time-buffer translates to probability for avoiding fatal crash

= probabilistic safety = time (admissible delay)
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Sburcé of Safety

» the BBW has delays
» the cooperative braking (i.e. hazard warning) has delays

» both provide safety and feed from the common source
time
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ow is time represented in the (software) model?
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Link to Testing

» Verification commonly exponentially complex in size of the
system

» Simulation and real-world experiments (i.e. testing) covers
only a part

» Confidence can be utilized as measure over
probabilities/uncertainties

» Goal-driven testing e.g. via rare event simulation

» exploitation vs. exploration can be tackled via optimal
control
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» fault tolerance terminology and taxonomy develops since
the 70’s

» branch out (exploration): functional safety, software
reliability

» pruning (exploitation): coalesce bisimilar definitions, mark
wrong definitions
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Future Directions

» extend by functional aspects (security?)
» establish application library (cars, routers, CPS, . ..)

» point out abuse of terms (cf. Denning1976) in related work
sections

» continue improving the taxonomy/terminology, it's a team
effort since the 70’s
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Questions?
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